CiIE | romion” Data Ethics Standards

Executive

CIE Members who create/develop/produce (including the promotion and selling) various
conveyancing searches/reports/products (‘Report” or “Reports”) to the market must
fully comply with CIE Code of Practice & Standards.

CIE Members must consider and work towards adopting the six high level principles
developed by the RED Foundation.

=  Accountable: for the data collected and used. This includes taking responsibility for using
the data in an appropriate and secure way;

" Transparent : about what data is collected and why. Whilst this cannot be expected for
every data point, at a minimum a general data document should be in place explaining what
is collected and why;

= Proportionate : not only should data be collected within legal and technical requirements,
but is also proportionate to the benefit and the expectations of wider society;

= Confidential & Private : all activity with data should at all times consider confidentiality and
protect privacy; both within necessary legal requirements, but also according to the
expectations of wider society;

= Lawful : all data should only be used within all relevant local and international laws and
regulations;

®  Secure : security principles should be built in ‘by design’ into all applications and
appropriate steps should be taken to keep data secure.

CIE Members should also consider :

=  developing a company wide data ethics policy ;
= consider use of contractual clauses with third parties, as relevant, to ensure data providers
in the CIE Members supply chain adhere to similar principles ;

®  the use of industry-wide accreditation marks or conforming to recognised ISO or British
Standards ;

" setting up a data ethics board to ensure standards are maintained and appropriate
training/guidance provided to the CIE Members business.

CIE Members are encouraged to review and take guidance from RED Foundation in support of
CIE Standards compliance.
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